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Unit Objectives ..

A Differentiate betweerdifferent Information Technology
Systems imealthIT/eHealth, and describe the landscapes
In which theyoperate

A Define data provenance as in relation to health information
systems

A Describe the difference between structured and
unstructured data aghey relateto information systems
andengineering

A 1dentify ICT/IS/IT and engineering tools that enable you to
support data systems and applications

A Explain how to help others usad complywith approved
uses of the internet, desktop settings, and wedsedtools
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Information TechnologysSystems, imealth é
IT/eHealth — -

A Information Technology(IT) systems
In healthcare range from enterprlse
wide electronic health
records/electronic medical records |
(EHRs/EMRS), to departmental
systems such as those in the lab,
radiology and pathology, to researc
systems and biomedical engineerin
devices

I IT systems also include the software
the IT or IS department uses to build,
manage, operate and repair heaith

related and other systems throughout
the healthcare organization
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Information TechnologysSystems, imealth
IT/eHeallth =

A The various landscapes information a o
technology systems operate In
healthcare include:

| patient care areas
I provider offices

I networked areas including the
Infrastructure of the facility

equipment areas such as radiology
operating theaters

business offices

data warehouses

IT support centers

off-site areas, where redundant backup
servers and other devices ensure
continuity and security of data
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Information SystemsrmHealthcare
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Information systems in healthcare include the internal and

external systems for healthcare organizations, in both clinical
and nonclinical sectors

IT systems provide support for documentation and

communication and improve patient care and safety
Internal healthrelated IT systems include: - '\

-

Clinicaldecision supporsystems 7
Electronic medication presecribing and dispensing systems (
Order entry and alert checking systems

Alert checking systems

Radiology diagnostic devices such as MRIs, CT scanners and ultrasouria
machines

Internal northealth related IT systems include:
'
'
'
External IT systems include:

Human resources systems
Financial and accounting systems
Supply chain and Inventory control systems

Health information exchanges

Data warehouses or clearinghouses
Telehealth portals

Outside laboratory information systems
External pharmacy information systems
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Data IRrovenance it

A Data provenanceefers toqualities and
attributes describing theourceof health

iInformation as it iaptured and moves
throughout health systems

I Clinicalinformation can be shared between providers,
organizations, health I13ystems, internal and external
Information systemsand otherentities

I Clinical data can also be changed, modified, appende
or amended along the way

I This information may be captured differently within
different organizations, or when originating from

different information sources, such as an EMR, a HIE,
or a patient portal
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A Here are two examples i gy s o
of possible paths of _
data provenance * T

.
Start Point ‘
L
Start Point Transmitter
(EMR/Lal/Other) Forwards Data Pe—
to End Point End Point
¢ s
Start Point End Point
— — ‘\—_”/V
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evidence and attributes describing tleeigin, authenticity and
audit trail details ohealth informationat each point in its journey
as it iscapturedat various points in théealthsystem

I Data provenancerovides the ability to trace and verify the creation
of that clinicalinformation, how it has been used or moved among
different databases and systenas well as how it is altered
throughout itslifecycle

A A simple audit trail within an organization does not constitute data
provenance

I Arecord may be kept and attached to the data regarding its data
provenance using standardized data elements

A Confidence in the authenticity, trust worthiness and reliability of the data

being shared is fundamental to privacy, safety, and secafibealth
information exchange
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Structured and Unstructured [Dataas it Relates
to Information Systemsand Engineering
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A As it relates to healthcarenstructureddata is the information
that typically requireshuman intervention taead, capture and
Interpret properly
I It includes handwriting, but also includesachinewritten information
on unstructured paper forms, audio voice dictations, email messages

and attachmentstyped transcriptions, or other printed or copied
material that is often in scanned form.

A Structured datais standardized, prelefined, computesreadable
data (such as numbers, fielded text strings, and codes such as
diagnostic codes) and is typicadlyickly accessible from a
database. Structured data can ppepulate fields in electronic
templates and be selected from palown menus.
I Itis possible to convert some scanned unstructured data to structured

data throughoptical characterecognition(OCR), but the process is
complex
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Structured ws Jnstivctured Data
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A Structured datais information that is
organized in a high degree, and informatio
can be searched with simple algorithms or
search operations

I Database containing unified codes for different
features, where everything can be searched by an
algorithm (e.g. dataset of numbers between 1
100: pick numbers that are even)

A Unstructured datais the opposite: Data organization cannot be

achieved and it is cosand energy inefficient
A Emails are unstructured data even though they can be arranged by dat
and participants
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Structured Dataiin o
Information Systems

A The goal for most EHRs is to achie -
a majority ofstructuredversus =
unstructured data. This facilitates | -
faster and more efficient use ofthe "~ _ |
EHR with searchable, indexed datg =~ . = |k s

T

A To convert all or most unstructured i+ *
scanned, textual, or hybrid data =

records into structured data, makesg . After
the electronic record most acceSS|blBe

for providers and others in the chain

of data provenance
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Data Systems:andApplications iin Healtheare

A There are three basic types of
tools used in information and
communications
technology/information

that are used to support data
systems and applications In
healthcare:

1. Tools forsystemsdesign
2. Toolsfor systems analysis; and
3. Toolsfor systemscontrol
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ToolsftorSystenbbesign

System desigtools are used to creatmew health care delivery systems or
processes, and can be used to improve or optimisting systems or
processes. They include:

A Systems design toolsiclude:

I Research:The firststep of the design process. It includes the study of potential
users, their behavior, goals, motivation, ameeds. It includes formal needs
assessments. Business and use cases are developed as a result of the resea

I System Requirements/Functional AnalysiBhis second tool in the Systems
Design kit includes performing an analysis of the requirements of the system
and the functionality that is planned for the system and uskiisicludes
requirements for inputs, outputs, storage, processing, system coranal,
backup or recovery.

A This tool may require development oRequirements Traceability MatrixRTM),
which is a diagram of all the requirements components that have been compiled
from various workflow diagrams, business process designs and redesigns, and clini

workflow process improvement initiatives with workgroups of providers such as staf
nurses, doctors, pharmacists and other healthcare staff.
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I Information Architecture (IA) and DevelopmentThis is the third tool in the
design process. ltis the heart of the design process. This is the structural
design and architecture of the system and shared information environm#nts.
Ad taz OFff SR to#lesulisindevdopmentdicesyst®E
that is functionalusable and deployable

I Physical Designrhis is the tool where thremajor typesof designg user
interface design, data design and process desit@ke place. Also,
graphic/visual design occurs, including wéeémagery, color, shapes,
typography, and form to enhance usability and improve the @sg@erience,
particularly as it relates to healthcare.

I Piloting/Prototyping: Theresult of this stage is a draft versiontbfe system
that will then be tested by a set of potential or actual end users through a
series of test use cases.

I Testing(or Usability &sting): This ia core part of the overall UX design
process. It is a technique used in usentered interaction design to evaluate a
product by testing it on userdVe will cover a bit more about testing shortly.

FCC3M4U?2



A Most EHRs have system design module
as part of their overall functionality "

A However, other processes, such as
Quality Functional DeploymentQFD),
may also be used

I QFD providesa structure to help the
build/engineeringeam identify (1) factors
that determine the quality of performance
and (2) actions that ensure the desired
performance is achieved
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Testingimssystenn esign and
Development

eeeee

A Testing plays an important role in both system
design and development

A It also is an important step in the
Implementation of systems and technology
that precedes training

A Testing scripts are often the basis for training
steps, manuals and guides



Testingiinssystenn Besigmand e
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A Commonly performed system testing consists of:

usability testing measureshe usability, or ease of use, thfe system or technology,
evaluating itby testing it on users

workflow testing: involves simulating each workflow that will be used with a system or
technology irthe testing phase so thatll work processesan be tested from an end
user'sperspective. Importance is placed on how the workflows are impacted by the
application of systems or technology.

functional testing involves testing the system and softwdceensure that it conforms
with allrequirements that were built into it according to the specifications

performance testing performed to determine how a system performs in terms of
responsiveness and stability under a particular workload. It can also serve to investigate
measure, validate or verify other quality attributes of the system

load testing the process of putting demand onsgtistemor deviceand measuring its
response. Load testing is performed to determine a system's behavior under both
normal and anticipated peak load conditions. It helps to identify the maximum operating
capacity of an application as well as doftlenecks.

volume testing testing asystem witha certain amount of datal he targeted amount of
data involved in the volume testing would be used to test the system by expanding the
databaseto that size and thetestingthe & & & G perio@¥nce on it



Testingiinssystenn Besigmand 08
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compatibility testing conductedon the system or technology to ensure it is harmonious with
other systems ooperates effectively withimlifferent computing environments

stress testing aform of deliberately intense ocomprehensivdesting used to determine the
stability of asystem.lt involves testing beyond normal operational capacity, often to a breaking
point, in order to observe theesults as well as determine the outer limits of the system.

parallel testing aprocess ofesting a system or application agaissiveral environment
configurationssimultaneouslyParallel tests consist of two or motemponentshat check, in
tandem,different parts or functional characteristics afsystem.

regression testingverifies thatan application or system whickas previously developed and
tested still performs the same way after it was changed or interfaced with @tpplications or
systemsChangeganincludesystem upgrades or enhancements, updates, patches
configuration changes, etc.

security testing performed toreveal flaws in the security mechanismsaagystenthat is

required to protectdata and maintairiunctionality. Typical security requirements may include
specific elements of confidentiality, integrity, authentication, availability, authorization ane non
repudiation.

recovery testing the forced failure of thesystem ina variety of ways to verifthat proper
recoveryoccurs.Recovery testing should not be confused wehability testing, whichattempts
to discover the specific pointhere failureoccurs Recoveryesting is basically done in order to
check how fast and better thgystem camecover against any type of crash or hardwaiure.



ToolsfforSystem Aratysis

A System analysitools help facilitatean
understanding of how complex systems operate,
how well they meet their overall goals (e.g., safety,
efficiency, reliability, customer satisfaction), and ho
their performance can banproved

A Examples of system analysis tools include:

I Modeling andSimulationt Modeling is theuse ofmodels
(physical mathematical, oother logicalrepresentationsof a
system)as a basis fasimulations (method$or implementing
aprocess), eithestaticallyor overtime. The two processes
are used tadevelopor analyze datas a basis for managerial
or technical decisiomaking.

I Enterprise ManagementEnterprise management includes
network and systems configuration and capabilities
managementfault and performance management; service
Impact monitoring; application discovery mapping; IT service
management workflow; consolidated event management;
business intelligence; and process automation.

I FinancialEngineering Financial engineerinig combining
financial theory, methods of engineering, tools of
mathematics and the practice pfogramming.

-
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I Risk AnalysisRisk analysis is a technique T
used to identify and assess factors that may R

jeopardize the success implementing a 4 2
system. Thisechnique also helps to define \\
preventive measures to reduce the | .
s - 4 Risk 4
probability of these factors fromaccurring. prevent || eis | LS )
ysis |
A Oneof the more popular methods to perform a / -
risk analysis isystems analysis ealled facilitated ~—
risk analysis process (FRAR FRARBnalyzes one
system, application or segment of business R )
processes at ime. mecsres]
i KnowledgeDiscovery inDatabases /
Knowledge discovery in databases (KDD) is
the process ofaininguseful knowledge
from adata collection. KDD is a widelged
data mining techniquéhat incorporates
datapreparation and selection, data
cleaning, integratingrior knowledgeanto
datasets,andextracting useful solutions

from the observedesults.
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I Variousrisk and failure analysednclude: FMEA
A FailureMode Effects AnalysiFMEA)FMEA is oftetthe first
step of a system reliabilitstudy, FMEAnvolves reviewing as FMECA
many components, assemblies, and subsystems as possible tn
identify failure modes, and their causes and effects FTA
A Failure mode, effects, and criticality analySEMECA): FMEC;
extends FMEA by including a criticality analysis, which is us RCA

to chart the probability of failure modes against the severity
their consequences. The result highlights failure modes witr
relatively high probability and severity of consequences,
allowing remedial efforts to be directed where they will
produce the greatest value

A Faulttree analysigFTA): FTA &top down, deductive failure
analysis in which an undesired state of a system is anatgzed
combine a series of lowdevel events. This analysis method is
mainly used in the fields of safety engineering and reliability
engineering to understand how systems can fdentify the
best ways to reducesk, or determine eventates of a safety
accident or a particular system level functionalfailure

A Rootcause analysi$RCA: is a method of problem solving used
for identifying the root causes of faults or problemsfactor is
considered a root causeité removal fromthe problemfault-
seguence prevents the final undesirable outcome from
recurring.
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ToolsfforsSystent Gonttol &

Controlling a complex system

. . ——
requires a clear understanding of 7 P
performance expectations and the & 3
operating parameters for meeting A%
thoseexpectations.

Systemcontrol tools are used to
measureparameters and adjust
them to achieve desired
performancelevels
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Systems control tools include:

ToTo  To o Do Do

measures that assess system status
controls that prevenbr eliminateproblems or issues within the system

controls that initiateimmediate response to demands that are placed on
the system

controls that optimize system performance to meet healthcare needs,
regulations and requirements in patient safety, privacy and security

responsedo changes in the system to meet long range requirements, and
varlous suHunctions suchas:

immediatefunctionality and utilization actions (such as scheduled and
unscheduled downtimes)

continuous control ofjuality
continuous control ohardware and software performance

development ofpolicies and procedures for system modifications, upgrades
and enhancements

continuousliaison with system useind stakeholders

the provision ofsupport and assistanda systemuse, including production
support and help desk support
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Help Others Use and Complywitin Approved
Usesof the Internet and Computers
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A First and foremost, be awa the approved uses of
the internet, desktop settings, and wddased tools as
per your organization's information
systems/engineering policies and procedures and your
role
I Never modify any internet or desktop settings or

customize any welpased tools on any work device
without prior permission

A See previous units for further hints angs forusing
the internet, web-based tools anallowable
personalizatiorof the desktop in a workplace setting
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Help OtherslUse andGomplyiwithoAppreved 4
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A If your role allows you to assist othersffer guidance
according to your level of knowledge and training

A You can help your colleagues with these settings even if you
are not an expert

I Ask if the colleague needs help

I Show the colleague basic settings and general computer practices
based on what you have learned in your role

I Inform new colleagues about organizational procedures, if she or he is
not familiar with them

I If you do not know the answer, point the colleague to someone who
does

A Finally, if you need help, seek assistance from an appropriate
member gf the information technology or information_
aeaidsSya aial ¥FFX & 2ZdzNJ & dzLIS NIIA ¢
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Unit ReviewGhegkdist

¢ Differentiatedbetween different Information
Technology Systems health IT/eHealth, and
describeahe landscapes in which th@perate
(GGLO3)

C Described the difference between structured and
unstructured data aghey relateto information
systems an@ngineering (GGBO7)

C IldentifiedICT/IS/IT and engineering tools that enable
youto support data systems and applicatiof@izGB02)

Explained how to help others usadcomply with
approved uses of the internet, desktop settings, and
web-basedtools (GGBO01)
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Unit ReviewrExerciselActivity

1. Name three of the landscapes in which IT
operates within healthcare

2. Why Is a simple audit trail not the same thing
as data provenance?

3. Name three system design tools
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1. Which of the following is an example of an external IT
system?

a. Of AYAOFf RSOAAAZY &dzLILI2 NLI & eé:
b. community pharmacy information system in a neighboring village
c. Tt 02NFU2NE AYF2NXIGA2Y aeaiS)
d K2aLWAdlFIf Qa SYSNHSyOé NR22Y (NI

2. Which of the following statements about data provenance is

false?
a. It captures information about data as it moves through health
systems

b. It plays no role in data privacy and security

c. Data may be captured differently in one organization from anothe
organization

d. Sometimes clinical information may be changed, modified or
altered
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3. a !diagram of all the requirements components that have been
compiled from various workflow diagrams, business process
(re)designsand clinical workflow process improvementy A U A |
describes which of the following system design tools:

a. Requirements Traceability Matrix (RTM)
b. Information Architecture (I1A)
c. Piloting
d. Usability Testing
4, and tvaoeprocesseshat

can be used to analyze developdataas a basis faechnical or
managerial decision making:

Fault and performance management

Business analysis and process management
Modeling and simulation

Enterprise management and financial engineering

Qo0 ow
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5. Which procesgxtends Failurévlode Effects Analysend
highlights failure modes with a relatively high probability an
severity ofconseguences:

a.
b.
C.
d.

Root Cause Analysis (RCA)

FaultTree Analysis (FTA)

FailureMode Effects Analys(§MEA)

Failuremode, effects, and criticality analysis (FMIECA

6. Which of the following isot a systems control tool?

a.
b.

C.
d.

a measureshat assesses thgystem status

a controlthat preventsor eliminatesproblems or issues within the
system

amethod for implementing a process

a controlthat initiatesimmediate response to demands that are
placed on the system
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7. ¢S a0 A yh8lps fofdeniify ttie maximum Joperatin
capacity of an applicationaswellasang G Uf SY SO
describes:

a. volume testing

b. bottleneck testing
c. functional testing
d. load testing

Yollstiover the specific pointhere

A

8. Testingthatd I { (
OdzNARe¢ RSaONRAOSaAY

u
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reliability testing
regression testing
recovery testing
requirements testing

ot
O
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