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Unit Objectives

ÅDifferentiate between different Information Technology 
Systems in health IT/eHealth, and describe the landscapes 
in which they operate

ÅDefine data provenance as in relation to health information 
systems 

ÅDescribe the difference between structured and 
unstructured data as they relate to information systems 
and engineering

ÅIdentify ICT/IS/IT and engineering tools that enable you to 
support data systems and applications 

ÅExplain how to help others use and comply with approved 
uses of the internet, desktop settings, and web-based tools
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Information Technology Systems in health 
IT/eHealth

ÅInformation Technology (IT) systems 
in healthcare range from enterprise-
wide electronic health 
records/electronic medical records 
(EHRs/EMRs), to departmental 
systems such as those in the lab, 
radiology and pathology, to research 
systems and biomedical engineering 
devices
ïIT systems also include the software 

the IT or IS department uses to build, 
manage, operate and repair health-
related and other systems throughout 
the healthcare organization
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Information Technology Systems in health 
IT/eHealth

ÅThe various landscapes information and 
technology systems operate in 
healthcare include: 
ïpatient care areas
ïprovider offices
ïnetworked areas including the 

infrastructure of the facility
ïequipment areas such as radiology
ïoperating theaters
ïbusiness offices
ïdata warehouses
ïIT support centers
ïoff-site areas, where redundant backup 

servers and other devices ensure 
continuity and security of data
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Information Systems in Healthcare

Å Information systems in healthcare include the internal and 
external systems for healthcare organizations, in both clinical 
and non-clinical sectors

Å IT systems provide support for documentation and 
communication and improve patient care and safety

Å Internal health-related IT systems include:
ï Clinical decision support systems
ï Electronic medication presecribing and dispensing systems
ï Order entry and alert checking systems
ï Alert checking systems
ï Radiology diagnostic devices such as MRIs, CT scanners and ultrasound 

machines

Å Internal non-health related IT systems include:
ï Human resources systems
ï Financial and accounting systems
ï Supply chain and Inventory control systems

Å External IT systems include:
ï Health information exchanges
ï Data warehouses or clearinghouses
ï Telehealth portals
ï Outside laboratory information systems
ï External pharmacy information systems
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Data Provenance

ÅData provenance refers to qualities and 
attributes describing the source of health 
information as it is captured and moves 
throughout health systems
ïClinical information can be shared between providers, 

organizations, health IT systems, internal and external 
information systems, and other entities
ïClinical data can also be changed, modified, appended 

or amended along the way
ïThis information may be captured differently within 

different organizations, or when originating from 
different information sources, such as an EMR, a HIE, 
or a patient portal
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Data Provenance (Cont’d)

ÅHere are two examples 
of possible paths of 
data provenance
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Data Provenance (Cont’d)

Å The ǘŜǊƳ άprovenanceέ ƛƴ ǘƘŜ ŎƻƴǘŜȄǘ ƻŦ IŜŀƭǘƘ L¢ ǊŜŦŜǊǎ ǘƻ 
evidence and attributes describing the origin, authenticity and 
audit trail details of health information at each point in its journey 
as it is captured at various points in the health system
ïData provenanceprovides the ability to trace and verify the creation 

of that clinicalinformation, how it has been used or moved among 
different databases and systems, as well as how it is altered 
throughout its lifecycle
ÅA simple audit trail within an organization does not constitute data 

provenance

ïA record may be kept and attached to the data regarding its data 
provenance using standardized data elements
ÅConfidence in the authenticity, trust worthiness and reliability of the data 

being shared is fundamental to privacy, safety, and security of health 
information exchange
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Structured and Unstructured Data as it Relates 
to Information Systems and Engineering

Å As it relates to healthcare, unstructured data is the information 
that typically requires human intervention to read, capture and 
interpret properly
ï It includes handwriting, but also includes machine-written information 

on unstructured paper forms, audio voice dictations, email messages 
and attachments, typed transcriptions, or other printed or copied 
material that is often in scanned form.

Å Structured datais standardized, pre-defined, computer-readable 
data (such as numbers, fielded text strings, and codes such as 
diagnostic codes) and is typically quickly accessible from a 
database. Structured data can pre-populate fields in electronic 
templates and be selected from pull-down menus.
ï It is possible to convert some scanned unstructured data to structured 

data through optical character recognition(OCR), but the process is 
complex
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Structured vs. Unstructured Data

ÅStructured data is information that is 
organized in a high degree, and information 
can be searched with simple algorithms or 
search operations
ïDatabase containing unified codes for different 

features, where everything can be searched by an 
algorithm (e.g. dataset of numbers between 1-
100: pick numbers that are even)
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Structured Data in 
Information Systems

ÅThe goal for most EHRs is to achieve 
a majority of structuredversus 
unstructured data. This facilitates 
faster and more efficient use of the 
EHR with searchable, indexed data  

ÅTo convert all or most unstructured, 
scanned, textual, or hybrid data 
records into structured data, makes 
the electronic record most accessible 
for providers and others in the chain 
of data provenance
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ICT/IS/IT and Engineering Tools That Support 
Data Systems and Applications in Healthcare

ÅThere are three basic types of 
tools used in information and 
communications 
technology/information 
systems/information technology 
that are used to support data 
systems and applications in 
healthcare:
1. Tools for systems design
2. Tools for systems analysis; and 
3. Tools for systems control
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Tools for System Design
System design tools are used to create new health care delivery systems or 
processes, and can be used to improve or optimize existing systems or 
processes. They include:

Å Systems design tools include:

ï Research:The first step of the design process. It includes the study of potential 
users, their behavior, goals, motivation, and needs. It includes formal needs 
assessments.  Business and use cases are developed as a result of the research.

ï System Requirements/Functional Analysis: This second tool in the Systems 
Design kit includes performing an analysis of the requirements of the system 
and the functionality that is planned for the system and users. It includes 
requirements for inputs, outputs, storage, processing, system control, and 
backup or recovery.

ÅThis tool may require development of a Requirements Traceability Matrix (RTM), 
which is a diagram of all the requirements components that have been compiled 
from various workflow diagrams, business process designs and redesigns, and clinical 
workflow process improvement initiatives with workgroups of providers such as staff 
nurses, doctors, pharmacists and other healthcare staff.
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Tools for System Design (cont’d)

ï Information Architecture (IA) and Development:  This is the third tool in the 
design process.  It is the heart of the design process. This is the structural 
design and architecture of the system and shared information environments. It 
ƛǎ ŀƭǎƻ ŎŀƭƭŜŘ ǘƘŜ ǎȅǎǘŜƳ άōǳƛƭŘέΦ ¢Ƙƛǎ tool results in development of a system 
that is functional, usable and deployable

ï Physical Design: This is the tool where three major types of design ςuser  
interface design, data design and process design ςtake place.  Also, 
graphic/visual design occurs, including use of imagery, color, shapes, 
typography, and form to enhance usability and improve the user experience, 
particularly as it relates to healthcare.

ï Piloting/Prototyping: The result of this stage is a draft version of the system 
that will then be tested by a set of potential or actual end users through a 
series of test use cases.

ï Testing(or Usability Testing): This is a core part of the overall UX design 
process. It is a technique used in user-centered interaction design to evaluate a 
product by testing it on users. We will cover a bit more about testing shortly.
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Tools for System Design (cont’d)

ÅMost EHRs have system design modules 
as part of their overall functionality

ÅHowever, other processes, such as 
Quality Functional Deployment (QFD), 
may also be used
ïQFD provides a structure to help the 

build/engineering team identify (1) factors 
that determine the quality of performance 
and (2) actions that ensure the desired 
performance is achieved
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Testing in System Design and 
Development

ÅTesting plays an important role in both system 
design and development

ÅIt also is an important step in the 
implementation of systems and technology 
that precedes training

ÅTesting scripts are often the basis for training 
steps, manuals and guides
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Testing in System Design and 
Development (cont’d)

Å Commonly performed system testing consists of:
ï usability testing: measures the usability, or ease of use, ofthe system or technology, 

evaluating it by testing it on users

ï workflow testing: involves simulating each workflow that will be used with a system or 
technology in the testing phase so that all work processes can be tested from an end-
user's perspective. Importance is placed on how the workflows are impacted by the 
application of systems or technology. 

ï functional testing: involves testing the system and softwareto ensure that it conforms 
with all requirements that were built into it according to the specifications

ï performance testing: performed to determine how a system performs in terms of 
responsiveness and stability under a particular workload. It can also serve to investigate, 
measure, validate or verify other quality attributes of the system

ï load testing: the process of putting demand on a system or device and measuring its 
response. Load testing is performed to determine a system's behavior under both 
normal and anticipated peak load conditions. It helps to identify the maximum operating 
capacity of an application as well as any bottlenecks.

ï volume testing:  testing a system with a certain amount of data. The targeted amount of 
data involved in the volume testing would be used to test the system by expanding the 
database to that size and then testing the ǎȅǎǘŜƳΩǎ performance on it.
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Testing in System Design and 
Development (cont’d)

ï compatibility testing: conducted on the system or technology to ensure it is harmonious with 
other systems or operates effectively within different computing environments

ï stress testing: a form of deliberately intense or comprehensive testing used to determine the 
stability of a system. It involves testing beyond normal operational capacity, often to a breaking 
point, in order to observe the results as well as determine the outer limits of the system.

ï parallel testing: a process of testing a system or application against several environment 
configurations simultaneously. Parallel tests consist of two or more components that check, in 
tandem, different parts or functional characteristics of a system.

ï regression testing: verifies that an application or system which was previously developed and 
tested still performs the same way after it was changed or interfaced with other applications or 
systems. Changes can include system upgrades or enhancements, updates, patches, 
configuration changes, etc.

ï security testing: performed to reveal flaws in the security mechanisms of a system that is 
required to protect data and maintain functionality. Typical security requirements may include 
specific elements of confidentiality, integrity, authentication, availability, authorization and non-
repudiation.

ï recovery testing: the forced failure of the system in a variety of ways to verify that proper 
recovery occurs. Recovery testing should not be confused with reliability testing, which attempts 
to discover the specific point where failure occurs. Recovery testing is basically done in order to 
check how fast and better the system can recover against any type of crash or hardware failure.
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Tools for System Analysis
Å System analysis tools help facilitate an 

understanding of how complex systems operate, 
how well they meet their overall goals (e.g., safety, 
efficiency, reliability, customer satisfaction), and how 
their performance can be improved

Å Examples of system analysis tools include:
ï Modeling and Simulation: Modeling is the use of models 

(physical, mathematical, or other logical representations of a 
system) as a basis for simulations (methods for implementing 
a process), either statically or over time. The two processes 
are used to develop or analyze data as a basis for managerial 
or technical decision making.

ï Enterprise Management:  Enterprise management includes 
network and systems configuration and capabilities 
management; fault and performance management; service 
impact monitoring; application discovery mapping; IT service 
management workflow; consolidated event management; 
business intelligence; and process automation.

ï Financial Engineering: Financial engineering is combining  
financial theory, methods of engineering, tools of 
mathematics and the practice of programming.
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Tools for System Analysis (cont’d)
ïRisk Analysis: Risk analysis is a technique 

used to identify and assess factors that may 
jeopardize the success of implementing a 
system. This technique also helps to define 
preventive measures to reduce the 
probability of these factors from occurring. 
ÅOne of the more popular methods to perform a 

risk analysis in systems analysis is called facilitated 
risk analysis process (FRAP). A FRAP analyzes one 
system, application or segment of business 
processes at a time.

ïKnowledge Discovery in Databases: 
Knowledge discovery in databases (KDD) is 
the process of gaining useful knowledge 
from a data collection. KDD is a widely used 
data mining technique that incorporates 
data preparation and selection, data 
cleaning, integrating prior knowledge into 
data sets, and extracting useful solutions 
from the observed results.
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Tools for System Analysis (cont’d)
ïVariousrisk and failure analyses, include:

ÅFailure-Mode Effects Analysis (FMEA): FMEA is often the first 
step of a system reliability study, FMEA involves reviewing as 
many components, assemblies, and subsystems as possible to 
identify failure modes, and their causes and effects

ÅFailure mode, effects, and criticality analysis (FMECA): FMECA 
extends FMEA by including a criticality analysis, which is used 
to chart the probability of failure modes against the severity of 
their consequences. The result highlights failure modes with a 
relatively high probability and severity of consequences, 
allowing remedial efforts to be directed where they will 
produce the greatest value

ÅFault-tree analysis (FTA): FTA is a top down, deductive failure 
analysis in which an undesired state of a system is analyzed to 
combine a series of lower-level events. This analysis method is 
mainly used in the fields of safety engineering and reliability 
engineering to understand how systems can fail, identify the 
best ways to reduce risk, or determine event rates of a safety 
accident or a particular system level or functional failure

ÅRoot-cause analysis (RCA): is a method of problem solving used 
for identifying the root causes of faults or problems. A factor is 
considered a root cause if its removal from the problem-fault-
sequence prevents the final undesirable outcome from 
recurring.
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Tools for System Control

Controlling a complex system 
requires a clear understanding of 
performance expectations and the 
operating parameters for meeting 
those expectations.

System control tools are used to 
measure parameters and adjust 
them to achieve desired 
performance levels
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Tools for System Control (cont’d)

Systems control tools include:
Å measures that assess system status
Å controls that prevent or eliminate problems or issues within the system
Å controls that initiate immediate response to demands that are placed on 

the system
Å controls that optimize system performance to meet healthcare needs, 

regulations and requirements in patient safety, privacy and security
Å responses to changes in the system to meet long range requirements, and
Å various sub-functions, such as:
ï immediate functionality and utilization actions (such as scheduled and 

unscheduled downtimes)
ï continuous control of quality
ï continuous control of hardware and software performance
ï development of policies and procedures for system modifications, upgrades 

and enhancements
ï continuous liaison with system users and stakeholders
ï the provision of support and assistance in system use, including production 

support and help desk support
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Help Others Use and Comply with Approved 
Uses of the Internet and Computers

ÅFirst and foremost, be aware of the approved uses of 
the internet, desktop settings, and web-based tools as 
per your organization's information 
systems/engineering policies and procedures and your 
role
ïNever modify any internet or desktop settings or 

customize any web-based tools on any work device 
without prior permission

ÅSee previous units for further hints and tips for using 
the internet, web-based tools and allowable 
personalization of the desktop in a workplace setting
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Help Others Use and Comply with Approved 
Uses of the Internet and Computers (cont’d)

Å If your role allows you to assist others, offer guidance 
according to your level of knowledge and training

ÅYou can help your colleagues with these settings even if you 
are not an expert
ïAsk if the colleague needs help
ïShow the colleague basic settings and general computer practices 

based on what you have learned in your role
ï Inform new colleagues about organizational procedures, if she or he is 

not familiar with them
ï If you do not know the answer, point the colleague to someone who 

does

ÅFinally, if you need help, seek assistance from an appropriate 
member of the information technology or information 
ǎȅǎǘŜƳǎ ǎǘŀŦŦΣ ȅƻǳǊ ǎǳǇŜǊǾƛǎƻǊ ƻǊ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ƘŜƭǇ ŘŜǎƪ 
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Unit Review Checklist

Ç Differentiated between different Information 
Technology Systems in health IT/eHealth, and 
described the landscapes in which they operate 
(GGL03)

Ç Described the difference between structured and 
unstructured data as they relate to information 
systems and engineering (GGB07)

Ç Identified ICT/IS/IT and engineering tools that enable 
you to support data systems and applications (GGB02)

Ç Explained how to help others use and comply with 
approved uses of the internet, desktop settings, and 
web-based tools (GGB01)
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Unit Review Exercise/Activity

1. Name three of the landscapes in which IT 
operates within healthcare

2. Why is a simple audit trail not the same thing 
as data provenance?

3. Name three system design tools
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Unit Exam 
1. Which of the following is an example of an external IT 

system? 
a. ŎƭƛƴƛŎŀƭ ŘŜŎƛǎƛƻƴ ǎǳǇǇƻǊǘ ǎȅǎǘŜƳ ǿƛǘƘƛƴ ǘƘŜ ƘƻǎǇƛǘŀƭΩǎ 9aw
b. community pharmacy information system in a neighboring village
c. ƭŀōƻǊŀǘƻǊȅ ƛƴŦƻǊƳŀǘƛƻƴ ǎȅǎǘŜƳ ǿƛǘƘƛƴ ǘƘŜ ƘƻǎǇƛǘŀƭΩǎ 9aw
d. ƘƻǎǇƛǘŀƭΩǎ ŜƳŜǊƎŜƴŎȅ ǊƻƻƳ ǘǊŀŎƪƛƴƎ ƳƻŘǳƭŜ

2. Which of the following statements about data provenance is 
false?

a. It captures information about data as it moves through health 
systems

b. It plays no role in data privacy and security
c. Data may be captured differently in one organization from another 

organization
d. Sometimes clinical information may be changed, modified or 

altered
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Unit Exam (cont’d) 
3. ά! diagram of all the requirements components that have been 

compiled from various workflow diagrams, business process 
(re)designs, and clinical workflow process improvement ƛƴƛǘƛŀǘƛǾŜǎέ 
describes which of the following system design tools: 

a. Requirements Traceability Matrix (RTM)
b. Information Architecture (IA)
c. Piloting
d. Usability Testing

4. ________________ and _______________ are two processes that 
can be used to analyze or develop data as a basis for technical or 
managerial decision making:

a. Fault and performance management
b. Business analysis and process management
c. Modeling and simulation
d. Enterprise management and financial engineering
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Unit Exam (cont’d) 
5. Which process extends Failure-Mode Effects Analysis and 

highlights failure modes with a relatively high probability and 
severity of consequences: 

a. Root Cause Analysis (RCA)
b. Fault-Tree Analysis (FTA)
c. Failure-Mode Effects Analysis (FMEA)
d. Failure mode, effects, and criticality analysis (FMECA)

6. Which of the following is not a systems control tool?
a. a measures that assesses the system status
b. a control that prevents or eliminates problems or issues within the 

system
c. a method for implementing a process 
d. a control that initiates immediate response to demands that are 

placed on the system
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Unit Exam (cont’d) 
7. ¢ŜǎǘƛƴƎ ǘƘŀǘ άhelps to identify the maximum operating 

capacity of an application as well as any ōƻǘǘƭŜƴŜŎƪǎέ 
describes: 

a. volume testing
b. bottleneck testing
c. functional testing
d. load testing

8. Testing that άŀǘǘŜƳǇǘǎ to discover the specific point where 
ŦŀƛƭǳǊŜ ƻŎŎǳǊǎέ ŘŜǎŎǊƛōŜǎΥ

a. reliability testing
b. regression testing
c. recovery testing
d. requirements testing
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